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Outline
• What is differential privacy?
• Applying differential privacy to data
• Implementing differential privacy for census
• Analyzing impact of differential privacy
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WHAT IS DIFFERENTIAL PRIVACY?
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Differential privacy is…
• A formal (mathematical) definition of privacy
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Differential privacy is…
• A guarantee “on the incremental disclosure 

risks of participating in D over whatever 
disclosure risks the data subjects face even if 
they do not participate in D.” (Reiter 2019)
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Differential privacy is not…
• An algorithm for disclosure control

16



Differential privacy is not…
• An algorithm for disclosure control
• An absolute guarantee against disclosure risk
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APPLYING DIFFERENTIAL PRIVACY
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Male | Never
Male | Never
Male | Never
Male | Attending
Male | Attending

⫶
Male | Attending
Male | Past

⫶
Male | Past

Female | Never
⫶

Female | Never
Female | Attending

⫶
Female | Attending
Female | Past

⫶
Female | Past

x12

x33

x4

x17

x31

“True” microdata
Sex SexSchool School



Construct cross-tabs from “true” data

School Attendance
Never Attending Past

Male 3 12 33

Female 4 17 31
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Population = 100



Draw noise from Laplace distribution
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+0
+1-1

-2 +2

+8

spread is determined by 𝝴

Draw one point for 
each cell in cross-tab



Add noise to cross-tab

School Attendance
Never Attending Past

Male 3 – 1 = 2 12 + 0 = 12 33 + 1 = 34

Female 4 + 8 = 12 17 + 2 = 19 31 – 2 = 29
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Sum = 108



Construct synthetic microdata
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Male | Never
Male | Never
Male | Attending
Male | Attending

⫶
Male | Attending
Male | Past

⫶
Male | Past

Female | Never
⫶

Female | Never
Female | Attending

⫶
Female | Attending
Female | Past

⫶
Female | Past

x12

x34

x12

x19

x29



(True) vs. Noise infused table

24

School Attendance
Never Attending Past

Male (3) 2 (12) 12 (33) 34

Female (4) 12 (17) 19 (31) 29



DIFFERENTIAL PRIVACY AND CENSUS
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POLICY DECISIONS
Differential privacy and census
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Policy decisions
• Global privacy loss budget (𝝴) 
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Policy decisions
• Global privacy loss budget (𝝴)
• Geographic levels
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Policy decisions
• Global privacy loss budget (𝝴)
• Geographic levels
– Fraction of privacy budget allocated to each level
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Policy decisions
• Global privacy loss budget (𝝴)
• Geographic levels
– Fraction of privacy budget allocated to each level

• Tables
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Policy decisions
• Global privacy loss budget (𝝴)
• Geographic levels
– Fraction of privacy budget allocated to each level

• Tables
– Fraction of privacy budget allocated to each table
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Policy decisions
• Global privacy loss budget (𝝴)
• Geographic levels
– Fraction of privacy budget allocated to each level

• Tables
– Fraction of privacy budget allocated to each table

• Invariants and constraints
32



TECHNICAL IMPLEMENTATION
Differential privacy and census
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Census Edited File
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Census Edited File
Disclosure 
Avoidance 

System
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Census Edited File
Disclosure 
Avoidance 

System

Microdata Detail 
File
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Census Edited File
Disclosure 
Avoidance 

System

Microdata Detail 
File

Truth Synthetic



38

Census Edited File
Disclosure 
Avoidance 

System

Microdata Detail 
File

1940
complete-count

Differentially private
1940 complete-count
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Disclosure 
Avoidance 

System

Geographic 
Levels/Tables

Privacy Loss 
Budget Noise Injection



GEOGRAPHIC LEVELS AND TABLES
Technical Implementation

40Geographic Levels/Tables Privacy Loss Budget Noise Injection



School Attendance
Never Attending Past

Male 3 12 33

Female 4 17 31

41

One geographic level + One table

Geographic Levels/Tables Privacy Loss Budget Noise Injection



• Geographic levels

42Geographic Levels/Tables Privacy Loss Budget Noise Injection



• Geographic levels
– Nation
– State
– County
– Enumeration district
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• Geographic levels
• Tables
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• Tables
– Cross-tabulations from microdata variables
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• Tables
– Cross-tabulations from microdata variables

• 1940 tables
– Voting age x Hispanic x Race
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• Tables
– Cross-tabulations from microdata variables

• 1940 tables
– Voting age [2] x Hispanic [2] x Race [6]
• 2 * 2 * 6 = 24 cells

47Geographic Levels/Tables Privacy Loss Budget Noise Injection
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Voting Age Hispanic Race
Under 18 Non-Hispanic White

Under 18 Non-Hispanic Black

Under 18 Non-Hispanic American Indian/Alaska Native

Under 18 Non-Hispanic Chinese

Under 18 Non-Hispanic Japanese

Under 18 Non-Hispanic Other Asian or Pacific Islander

Under 18 Hispanic White

Under 18 Hispanic Black

Under 18 Hispanic American Indian/Alaska Native

Under 18 Hispanic Chinese

Under 18 Hispanic Japanese

Under 18 Hispanic Other Asian or Pacific Islander

Voting Age Hispanic Race
18+ Non-Hispanic White

18+ Non-Hispanic Black

18+ Non-Hispanic American Indian/Alaska Native

18+ Non-Hispanic Chinese

18+ Non-Hispanic Japanese

18+ Non-Hispanic Other Asian or Pacific Islander

18+ Hispanic White

18+ Hispanic Black

18+ Hispanic American Indian/Alaska Native

18+ Hispanic Chinese

18+ Hispanic Japanese

18+ Hispanic Other Asian or Pacific Islander

Voting Age by Hispanic by Race



• Tables
– Cross-tabulations from microdata variables

• 1940 tables
– Voting age [2] x Hispanic [2] x Race [6]
– Households/group quarters type [8]
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• Tables
– Cross-tabulations from microdata variables

• 1940 tables
– Voting age [2] x Hispanic [2] x Race [6]
– Households/group quarters type [8]
– Detailed [192]
• Voting age [2] x Hispanic [2] x Race [6] x GQ Type [8]
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FRACTIONS
Technical Implementation
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Geog_level
Nation

State

County

Enum dist
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Geog_level Fractiongeog

Nation 0.25

State 0.25

County 0.25

Enum dist 0.25
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Geog_level Fractiongeog

Nation 0.25

State 0.25

County 0.25

Enum dist 0.25

Sum = 1.0
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Table
VHR

HHGQ

Detailed
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Table Fractiontable

VHR 0.675

HHGQ 0.225

Detailed 0.1
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Table Fractiontable

VHR 0.675

HHGQ 0.225

Detailed 0.1
Sum = 1.0
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Geog_level Table
Nation VHR

State HHGQ

County Detailed

Enum dist

X
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Geog_level Table
Nation VHR

Nation HHGQ

Nation Detailed

State VHR

State HHGQ

State Detailed

County VHR

County HHGQ

County Detailed

Enum dist VHR

Enum dist HHGQ

Enum dist Detailed 60



Geog_level Fractiongeog Table Fractiontable

Nation 0.25 VHR 0.675

Nation 0.25 HHGQ 0.225

Nation 0.25 Detailed 0.1

State 0.25 VHR 0.675

State 0.25 HHGQ 0.225

State 0.25 Detailed 0.1

County 0.25 VHR 0.675

County 0.25 HHGQ 0.225

County 0.25 Detailed 0.1

Enum dist 0.25 VHR 0.675

Enum dist 0.25 HHGQ 0.225

Enum dist 0.25 Detailed 0.1 61



Geog_level Fractiongeog Table Fractiontable Fracgeog * Fractable

Nation 0.25 VHR 0.675

Nation 0.25 HHGQ 0.225

Nation 0.25 Detailed 0.1

State 0.25 VHR 0.675

State 0.25 HHGQ 0.225

State 0.25 Detailed 0.1

County 0.25 VHR 0.675

County 0.25 HHGQ 0.225

County 0.25 Detailed 0.1

Enum dist 0.25 VHR 0.675

Enum dist 0.25 HHGQ 0.225

Enum dist 0.25 Detailed 0.1 62



Geog_level Fractiongeog Table Fractiontable Fracgeog * Fractable

Nation 0.25 VHR 0.675 0.16875

Nation 0.25 HHGQ 0.225 0.05625

Nation 0.25 Detailed 0.1 0.025

State 0.25 VHR 0.675 0.16875

State 0.25 HHGQ 0.225 0.05625

State 0.25 Detailed 0.1 0.025

County 0.25 VHR 0.675 0.16875

County 0.25 HHGQ 0.225 0.05625

County 0.25 Detailed 0.1 0.025

Enum dist 0.25 VHR 0.675 0.16875

Enum dist 0.25 HHGQ 0.225 0.05625

Enum dist 0.25 Detailed 0.1 0.025 63



Geog_level Fractiongeog Table Fractiontable Fracgeog * Fractable

Nation 0.25 VHR 0.675 0.16875

Nation 0.25 HHGQ 0.225 0.05625

Nation 0.25 Detailed 0.1 0.025

State 0.25 VHR 0.675 0.16875

State 0.25 HHGQ 0.225 0.05625

State 0.25 Detailed 0.1 0.025

County 0.25 VHR 0.675 0.16875

County 0.25 HHGQ 0.225 0.05625

County 0.25 Detailed 0.1 0.025

Enum dist 0.25 VHR 0.675 0.16875

Enum dist 0.25 HHGQ 0.225 0.05625

Enum dist 0.25 Detailed 0.1 0.025

Sum = 1.0
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GLOBAL PRIVACY LOSS BUDGET (𝝴) 
Technical Implementation

66Geographic Levels/Tables Privacy Loss Budget Noise Injection



67

+0
+1-1

-2 +2

+8

spread is determined by 𝝴
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Where g = geographic level and t = table



69



Geog_level Table Fracgeog * Fractable

Nation VHR 0.16875

Nation HHGQ 0.05625

Nation Detailed 0.025

State VHR 0.16875

State HHGQ 0.05625

State Detailed 0.025

County VHR 0.16875

County HHGQ 0.05625

County Detailed 0.025

Enum dist VHR 0.16875

Enum dist HHGQ 0.05625

Enum dist Detailed 0.025 70



Geog_level Table Fracgeog * Fractable

Nation VHR 0.16875 0.25

Nation HHGQ 0.05625 0.25

Nation Detailed 0.025 0.25

State VHR 0.16875 0.25

State HHGQ 0.05625 0.25

State Detailed 0.025 0.25

County VHR 0.16875 0.25

County HHGQ 0.05625 0.25

County Detailed 0.025 0.25

Enum dist VHR 0.16875 0.25

Enum dist HHGQ 0.05625 0.25

Enum dist Detailed 0.025 0.25 71



Geog_level Table Fracgeog * Fractable

Nation VHR 0.16875 0.25 0.0421875

Nation HHGQ 0.05625 0.25 0.0140625

Nation Detailed 0.025 0.25 0.00625

State VHR 0.16875 0.25 0.0421875

State HHGQ 0.05625 0.25 0.0140625

State Detailed 0.025 0.25 0.00625

County VHR 0.16875 0.25 0.0421875

County HHGQ 0.05625 0.25 0.0140625

County Detailed 0.025 0.25 0.00625

Enum dist VHR 0.16875 0.25 0.0421875

Enum dist HHGQ 0.05625 0.25 0.0140625

Enum dist Detailed 0.025 0.25 0.00625 72



Geog_level Table Fracgeog * Fractable

Nation VHR 0.16875 0.25 0.0421875

Nation HHGQ 0.05625 0.25 0.0140625

Nation Detailed 0.025 0.25 0.00625

State VHR 0.16875 0.25 0.0421875

State HHGQ 0.05625 0.25 0.0140625

State Detailed 0.025 0.25 0.00625

County VHR 0.16875 0.25 0.0421875

County HHGQ 0.05625 0.25 0.0140625

County Detailed 0.025 0.25 0.00625

Enum dist VHR 0.16875 0.25 0.0421875

Enum dist HHGQ 0.05625 0.25 0.0140625

Enum dist Detailed 0.025 0.25 0.00625 73

Sum = 0.25
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NOISE INJECTION
Technical Implementation
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School Attendance
Never Attending Past

Male 3 – 1 = 2 12 + 0 = 12 33 + 1 = 34

Female 4 + 8 = 12 17 + 2 = 19 31 – 2 = 29

76Geographic Levels/Tables Privacy Loss Budget Noise Injection



Laplace distribution*
• Centered on a mean
– Usually zero

77Geographic Levels/Tables Privacy Loss Budget Noise Injection



Laplace distribution
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FULL IMPLEMENTATION
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1. Generate microdata without geographic 
identifiers 

2. Assign geographic identifiers to each 
microdata record
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Step 1
1. Create national table from “true” data
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Step 1
1. Create national table from “true” data
2. For each cell in table, infuse noise drawn from 

Laplace distribution
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Step 1
1. Create national table from “true” data
2. For each cell in table, infuse noise drawn from 

Laplace distribution
3. Generate microdata with no geographic identifiers 

from (2) via database reconstruction
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Step 2
1. Create state table from “true” data
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Step 2
1. Create state table from “true” data
2. For each cell in table, infuse noise drawn from Laplace 

distribution
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Step 2
1. Create state table from “true” data
2. For each cell in table, infuse noise drawn from Laplace 

distribution
3. Use linear optimization to fit Step 1 microdata to “noisy” 

state cells
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Step 2
1. Create state table from “true” data
2. For each cell in table, infuse noise drawn from Laplace 

distribution
3. Use linear optimization to fit Step 1 microdata to “noisy” 

state cells
4. Assign state identifier to each Step 1 microdata record
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Step 2
1. Create state table from “true” data
2. For each cell in table, infuse noise drawn from Laplace 

distribution
3. Use linear optimization to fit Step 1 microdata to “noisy” 

state cells
4. Assign state identifier to each Step 1 microdata record
5. Repeat (1) – (4) for remaining geographic levels (counties 

and enumeration districts)
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Output
• Microdata records with state, county, and enumeration 

district identifiers
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Output
• Microdata records with state, county, and enumeration 

district identifiers
• Process does not change characteristics of individual 

microdata records generated in Step 1
– But it assigns geographic identifiers so final microdata are “best 

fitting” to the ”noisy” cross tabs for enumeration districts
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Unknowns (things I don’t understand)
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Unknowns (things I don’t understand)

• Invariants
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Unknowns (things I don’t understand)

• Invariants
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Unknowns (things I don’t understand)

• Invariants
– 2000 and 2010 invariants (block level)
• Total population
• Voting age population
• Housing units
• Occupied housing units
• Group quarters
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Unknowns (things I don’t understand)

• Household – person join tables
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Unknowns (things I don’t understand)

• Household – person join tables

102https://ww2.amstat.org/meetings/jsm/2019/onlineprogram/AbstractDetails.cfm?abstractid=304239
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• Inheritance of accuracy

103

Unknowns (things I don’t understand)

States

Counties

Enum. districts



• Off-spine geographic levels
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Unknowns (things I don’t understand)



• Off-spine geographic levels
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Unknowns (things I don’t understand)



• Off-spine geographic levels
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ANALYZING DIFFERENTIALLY 
PRIVATE 1940 CENSUS DATA
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• Census Bureau released differentially private 
1940 census data on June 6, 2019
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• Census Bureau released differentially private 
1940 census data on June 6, 2019

• Eight different ε values
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1940 Privacy Budgets (ε)
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0.25 2.0

0.50 4.0

0.75 6.0

1.0 8.0



• Census Bureau released differentially private 
1940 census data on June 6, 2019

• Eight different ε values
• Four runs for each ε value
– 32 total data files
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• State, county, enumeration district
• Voting age
• Hispanic
• Race
• Group quarters type
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• Focused on:
– Total population
– Voting age
– African Americans
– Segregation

• For counties and enumeration districts
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• Comparisons between ”true” data (IPUMS 
1940 complete-count) and differentially 
private data

• Examine impact noise injection has on counts
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Key takeaways
• Geographic units with smaller populations are 

less accurate
• Small sub-populations are less accurate
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TABULAR SUMMARIES 
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NON-VOTING AGE POPULATION
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AFRICAN AMERICAN POPULATION
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SEGREGATION

145



146Iceland (2004) 
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REGRESSIONS USING MICRODATA
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-.2
0

.2
.4

.6
-.2

0
.2

.4
.6

-.2
0

.2
.4

.6

orig orig orig orig

Black Am.Ind./Al.Native Chinese Japanese

Other Asian Hispanic Black and Hispanic AIAN and Hispanic

Chinese and Hispanic Japanese and Hispanic Other Asian and Hispanic White

Original 0.25 0.50 0.75 1 2 4 6 8
Note. Data source: IPUMS

Coefficients from Regression Model with Different Epsilons
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Conclusions
• Diff. privacy less complicated than expected
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Conclusions
• Diff. privacy less complicated than expected
• Fundamental importance of policy decisions 
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Conclusions
• Diff. privacy less complicated than expected
• Fundamental importance of policy decisions 
• Largest impact on accuracy of small areas and 

small sub-populations
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